On the Rise

Combatting the Latest Criminal Business Model
Requires Multi-layered Security Approach

Ransomware at-a-Glance
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Ransomware by the Numbers
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More than 4 million new targets
samples of ransomware in smart phones,
were identified in Q2 2015 Mac and Linux systems

In Q1 201 O, the FBI estimated that
more than $209 million

had been lost to ransomware attacks

Any Organization Can be a Target
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Mitigate the Risk of Ransomware

With new variants proliferating at a rapid pace, CyberArk Viewfinity takes a unique approach to
security measures cannot focus solely on protecting an organization from the damaging effects
prevention. For example, removing local of ransomware with a combination of least privilege
administrator rights can sometimes prevent and application control. The solution greylists
ransomware from executing, but not all types of unknown applications and enables them to run in
ransomware require admin rights. Organizations Restricted Mode to limit the resources they can reach.
must assume some ransomware will enter their This enables organizations to protect themselves from
networks and mitigate risks accordingly. both known and unknown threats.

Create policies for Run unknown applications
greylisted “unknown” (i.e. new variants of ransomware)
applications in Restricted Mode
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server run by the attacker access/alter/encrypt alter or encrypt files
shared files

This approach is signature-less and will protect against new flavors and variants of
ransomware. By applying a layer of security around the operation of unknown
applications, the solution is not limited to specific types of known malware or
ransomware that is attempting to cause damage.

For more information, visit www.CyberArk.com/Viewfinity
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