
THINK BEFORE YOU CLICK!

Be careful with the default settings.
Avoid sharing sensitive data.
Disable geolocation.
Share data with the right people.

HOW TO TAKE CARE OF
SECURITY IN A

CONNECTED
WORLD

Javier made a mistake when live streaming
the office party, he shared confidential

information! He did not adjust the security
settings and activated geolocation. With this,

the cyber attackers knew where he was.

THINK BEFORE YOU SHARE!

Andrea fell into the trap of a fake email with
an "information update" from her company.

When she clicked on the link, the cyber
attackers stole her identity and gained full

access to her account. 

Don't trust unexpected e-mails.
Do not click on links or download suspicious
attachments.
Verify the sender of e-mails.
Update your passwords regularly.

Act cautiously:

Act cautiously:

Maria accepts all social media connection
requests. She recently shared sensitive

information with her "Executive Director" in a
private message. Cannot be! The data was

exfiltrated because it was a fake profile. 

THINK BEFORE YOU CONNECT!

Do not send sensitive data on social
networks and use your company's
communication channels.
If in doubt, verify the person's identity.
Purge your social network contacts
periodically.

Act cautiously:
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