
If you work in a public area or on transport, prioritize privacy
and make sure no one can see your screen.

Read emails carefully, hover your mouse over URLs, and 
be suspicious of all requests for sensitive data.

Respect access
From login credentials (username and password) to

access cards that allow you to enter secure 
or restricted areas.

Make sure to lock workstations if you don't use them, always
use strong and unique passwords for each account.

Comply with security policies
Policies set standards for how data is collected, stored, transferred, and
destroyed when it is no longer needed. They exist to ensure the privacy

of employees, customers, consumers and partners.

Failure to follow the policies could lead to violations data 
security and other security incidents.

Report Incidents
Whether it's an open security door, an unknown individual
loitering in the office, a suspicious email, a malfunctioning

computer or phone.

Incidents occur, reporting them helps mitigate damage  and to reduce
the level of risk of future impacts. If you see or hear anything, report it!

Think before you click
Phishing continues to be the main strategy of cyber

attackers. They send millions of malicious emails.

5 EASY HABITS 
FOR KEEP THE
DEFENSE LINE

Pay attention to the environment
And stay alert; if you work at H.O. Make sure that

your devices are not damaged, lost or stolen.

Not all hackers have the necessary technical training to launch advanced
cyberattacks. Many focus on creating strategies to impact users and make them

fall for the trap. This is why users like you are called the “last line of
defense”.
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